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1 BBEQEHUE K PABOYEW NPOrPAMME OUCLUUMNUHBI

1.1 Uenb AgncumnnuHbl: hopMMpoBaHMe KOMMETEHUMN B 06nactu paspaboTkum cUcTeMbl 3awnTbl MHOpPMaLMK
OpraHM3aumy Ha OCHOBE OLEHK/ CyLeCTBYLWMX Yrpo3 6e30nacHOCTM WM COBPEMEHHbIX METOAMK onpefeneHus
ahpeKkTMBHOCTUN NOAOGHLIX CUCTEM.

1.2 3apauv AUCUUNNUHGI:

. YCBOEHME OCHOB WH(OPMAaLMOHHON 6e30MacHOCTM — WCTOYHUKOB, PUCKOB M (OpPM aTak Ha
WHpopMaLNIO;

. YCBOEHME 3HaHWI B 06nacTu NONUTMKN U CTaHAapPTOB MHAOPMAaLMOHHON 6e3onacHoCTy;

. O3HaKOMIIeHMe C OCHOBaMu Kpuntorpadun U CpeacTBaMy aHTUBUPYCHOW 3alUuThl;

. n3yyeHue nokasarteriem 1 MeToamnK a(PPEKTUBHOCTM CUCTEMbI 3aLLNTbl MHGOPMaLUW;

. YCTaHOBSIEHNE COCTaBa MeponpuaTMin no obecneyeHnto hyHKLMOHMPOBAHUS KOMMSIEKCHOM CUCTEMbI

3aWmnThl UHGOPMAaLMK.
1.3 TpeboBaHMA K npeaBapuUTeNbHOW NOArOTOBKEe OOy4aloLerocs:

MpeneaputensHas noArotoBka npegnonaraeT co3daHne OCHOBbI ANst (POPMUPOBaHUS KOMMNETEHLMA, YKa3aHHbIX
B M. 2, MPU U3YYEHUN OUCLUMIIVH:

2 KOMNETEHLUWN OBYYAIOLWLEIrocA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OAUCLIUMIIUHDbI

OlNK-4: Cnoco6eH noHUMaTb NPUHUUMNBLI Pa6OTbl COBPEMEHHbIX MH(POPMaLMOHHbIX TEXHOSOTMIA U
Mcnonb30BaTh UX A pelleHus 3agay npodecCUoHanbLHON AeATEeNbHOCTU

3HaTb: NpUHUMMbLI, METOAbl U CPeAcTBa pelleHus 3adavy npodeCCUOHANbHOW OESATENbHOCTM C YYETOM OCHOBHbIX
TpeboBaHMIN MHPOPMALIMOHHOM ©Ee30MacHOCTMW.

YmeTb: pewartb 3agadm npod)eCCUMOHanNbHOM AEATENbHOCTU C YY4EeTOM OCHOBHbIX TpeboBaHW MHGPOPMALNOHHOM
6esonacHocTu.

Bnapetb: HaBblkaMy UCNONb30BaHMS  MHMPOPMALNOHHO-KOMMYHUKALIMOHHBIX TEXHOSMOMMW C  Y4eTOM  OCHOBHbIX
TpeboBaHMN MHGOPMaLMOHHON 6E30NacHOCTN NpW peLleHuMn 3adady NpoecCcMoHarnbHON AeAaTeNnbHOCTU.




3 COOAEPXAHUE OANCLUMITIUHbI

KoHTakTHas
paboTta

dopma
TeKyLero
KOHTpOns

CP

Nex. Mp. | (Yace)
(vacnl) | (vachbl)

HavmeHoBaHWe u cogepxaHue pa3nenos, TeM U
Yy4€OHbIX 3aHATUN

Cemectp
(kypc ons
3A0)

Pasgen 1. OCHOBHble MOHATUSA U onpepeneHusa

Tema 1. OcHOBHble cocTaBnsoWwme WHHOPMaLUOHHON
BesonacHocTH

M3yyeHMe UCTOYHMKOB, PUCKOB U opM aTak Ha
uHdopmaumto B WC, BpedoHOCHbIX nporpamMmm W
KOMMbIOTEPHbIX BUpycoB. CueHapuu peanusauuun yrpos 2 2 8
MHOPMaLMOHHON Ge3onacHocTn. BHyTpeHHMe yrposbl
MHOPMaLIMOHHOM 6esonacHocTu. BaxHocCTb "
CNOXHOCTb Npobnem 3awwmTbl nHcpopmaumm B UC.

Tema 2. 3akoHopaTenbHbI YPOBEHb WHAOPMALMOHHOMN
Ge3onacHocTu.

3akoHopaTenbHble M MPaBOBble  OCHOBbI  3aALUTHI
KOMMbIOTEPHOW MHdopMaLmn MHOPMALIMOHHBIX
TexHonorun. OB30p pPOCCUMINCKOrO 3akoHoOaTenbCTBa B
obrnactm uHGOpMaUMoHHOM 6e3onacHocTn.  [MonuTuka 3 2 8
NHOPMAaLIMOHHOM ©e3onacHocTu. CopepxaHue
OCHOBHbIX [OKYMEHTOB npeanpusatusi no obecneveHuo
3aLLmMTbl KOMMbOTEPHON MHGOopMaumm B NC

Pazgen 2. Kpuntorpadguyeckas sawmta nHpopmaumm

Tema 3. OCHOBHblE MPUHLUMMBLI  KpunTorpaduyeckon
3aLmTbl MHopMaLmn

MoHaTne kpuntorpacdmn. [MMOHATUS O CUMMETPUYHBIX W
aCUMMETPUYHBIX KpunTocucremax. MoHsaTne
KpunToaHanmaa. AnnapaTHo-NnporpamMmmHble 4 6 10.25
Kpuntorpaduyeckne CpeacTBa 3aluTbl  MHGOPMaLMK. ’
Cuctembl naeHTudmkaumm n ayTeHTudmrKaumm
nonb3oarenen. Cuctemnl LWIMPPOBAHUSA AAHHbIX.

Tema 4. ACUMMETPUYHbIE KPUNTOCUCTEMBI

KoHuenuuss  KpMnNTOCUCTEMbI  C  OTKPbITBIM  KITHOYOM.
OpHoHanpaBneHHble yHKLMN. KpunTtocucrema
wudpoBaHusa gaHHbix RSA. lMpouenypbl wWndpoBaHus 1
pacwundpoBaHma B kpuntocucteme RSA. BesonacHocTb 2 8 85
n ObicTpooencTene KpUMNTOCUCTEMbI RSA. ’
AyTeHTUdMKaUMA OaHHbIX W 3NEKTPOHHad uudposas
noanuch




Tema 5. CUMMETPUYHbBIE KPUNTOCUCTEMBI

[MoHATMe o cumMmMeTpuyHOM Kpuntocucteme. Lndpol
nepecTaHoBKM. Wwvdpytowme  Tabnuubl.  Cuctema
wudpoBanua  Lesapsa. Ludpbl  cnoxHoW — 3aMeHbl.
WndpposaHne  metogom  rammupoBaHud.  CTanaapT
wndpoBaHus aaHHbIX DES.

Pasgen 3. 3awmTa nigopmManmm B KOMMbIOTEPHbBIX CETAX

Tema 6. ObecnedyeHne 6e30MacHOCTN CUCTEM, BXOASALLMUX
B COCTaB rnobanbHbIX KOMMNbIOTEPHbLIX CETEN.

MoHaTne mexceTeBoro akpaHa (firewall). OkpaHbl
NPUKNagHOro YpOBHS. JKpaHbl C NakeTHoW hunbTpaunen.
MMbpnaHble  MexceTeBble 3KpaHbl. OpraHu3aums w
akcnnyaTaums  BupTyanbHbiXx YacTHbix ceTen (VPN).
Monb3oBatenbckne wn  ysnoeole VPN.  Cucrtemsbl
npepoTepaleHns sTopxxkeHun (IDS). Y3noBble u cetesble
IDS.

Tema 7. ObecneyeHne OesonacHoOro B3aMMOAENCTBUSA B
rnobanbHbIX KOMMbIOTEPHbIX CETAX

YnpaBneHve knwoyamu N cepTUdUKauUa  KIoven.
KoHuenuus gosepus B  WHMOPMAUMOHHOMW CcUCTEME.
Wepapxmnyeckasa wmogenb poeepus. CeteBaa wmopenb
posepus.  TpoTtokon  koHdUaeHUManbHOro  obmeHa
OaHHbIMK SSL. O6ecneyeHne ©esonacHocTn
OGecnpoBodHbix ceTel. ObecneyeHne ©OesonacHoCcTU
3MIEKTPOHHOW MOYTHI.

Utoro B cemecTpe (Ha kypce ans 3A0)

17

34

56,75

KoHcynbTauum n npomexytovHas atrectaums (3ayer)

0,25

Bcero koHTakTHasa pa6orta u CP no gucumnnuHe

51,25

56,75

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTupoBaHne y4eGHbIM MraHoM He NpeaycMOTpeHo

5 BANNbHO-PEUTUHIOBASA CACTEMA OLIEHUBAHUSA

Mcnonb3oBaHne 6anmnbHO-PEeNTUHIOBOM CUCTEMbI HE NPEAYCMOTPEHO.

6. ONMMMCAHUE NMOKA3ATENEW, KPUTEPUEB, CACTEMbI U CPEACTB OLIEHUBAHUA PE3YJILTATOB
6.1 NokasaTenu oLeHNBaHUSA OBYYEHUA

Kon komneTteHumn

MokasaTenu oLeHNBaHUS pe3yrbTaToB 00y4eHNs

OlK-4

1. Nanaraet 0as3oBble TEOPETMYECKME MONOXEHUS B 00MacTy 3awwmTtbl MHOpMaLn
N nHcopmMaLMoHHoOM 6e3onacHoCTH

2. VimeeT npefcTtaBneHve 06 WUCMNOMb30BaHUM COBPEMEHHbIX CPEACTB 3allUThbI
MHdopmMaumn

3. [leMoHCTpUpyeT HaBblKM NMPUMEHEHUS COBPEMEHHbIX aHTUBMPYCHbLIX CPeacTB Ans
3aWmMTbl UHOpMaLUUn




6.2 Cuctema u KpuTepum oLeHUBaHUSA

Kputepum oueHnBaHms ccpopMUpoOBaHHOCTU KOMMNETEHLMI

LLikana oueHuBaHuUA
YcTHoe cobecenoBaHue MucbmeHHas paboTa

OG6yuvatowmiics TBepao 3HaeT maTepuman,
rPaMOTHO U MO CYyLLEeCTBY M3raraeT ero, He
[OMNYCKaeT CyLLECTBEHHbIX HETOYHOCTEN B
OTBETE Ha BOMPOCHI, CNOCOBEH NpaBUIbHO
NPUMEHUTb OCHOBHblE MeToabl "
WHCTPYMEHTbI MPWU pELUEHUU MNPaKTUYECKU
3agay, Brnageet HeobxoaMMbIMM
HaBblkaMu U MpUemMamMu Ux BbINOMHEHUS

3a4yTteHo

O6yvarowminca 3HaeT wmartepuan He B
norHoM ob0bEme, unn xe BooOLLEe ero He
3HaeT. ManoxeHwe MaTtepuana crpagaet
OT HerpamMoTHOCTM U OT 0bObsACHEHUS
MernkKux getanen Bompoca, He nokasbiBast
otBeT no cyuwectsy. Ob6y4atowmincs
He 3auteHo OOMyCKaeT CyLIEeCTBEHHbIE HETOYHOCTU B
OTBETE Ha BOMpPOCbl, He crnocobeH
npaBUibHO MPUMEHUTb OCHOBHbIE METOZAbI
n WHCTPYMEHTHI npu peLLeHnm
npakTu4ecknx 3agad, abComwTHO He
Brnageer HeoOXOAMMbIMWU  HaBblkaMn U
npueMamm ux BbINOSTHEHWS.

6.3 TunoBble KOHTPONbHbIE 3afaHUsA U/MNK UHble MaTepuanbl, UCNONb3yeMble Asl OLleHKU pe3ynbTaToB
oby4eHus
6.3.1 TunoBble KOHTPOSbHbLIE BONPOCHI

Ne n/n DdopMynupoBKN BONPOCOB

Cemectp 7

MeToab! 1 cpeacTsa 3aLwmTbl UHOPMaLMK.

OpraHnsaunoHHoe obecrnedyeHne MHopPMaLMOHHON 6e3onacHoCTU

OpraHunsauus KoHUaeHUManbHoOro 4enonpovsBoacTaa.

Komnnekc OpraHn3auynoOHHO-TEXHNYECKNX MEpOI'IpI/IFlTVIVI no obecneyeHnto 3aLLmnThbI VIHCbOpMaLI,VII/I.

MHxeHepHo-TexHMYeckoe obecrneyeHne KOMMNbTepHOW 6e30NacHOCTU.

3awmTa nHdopmauumn B IHTepHeTe

3awwmTa ot KOMMbKOTEPHbIX BUPYCOB.

|-|0I'IyJ'IF|prIe AHTUBUPYCHbIE NporpamMmmMbl N NX KﬂaCCI/ld)I/IKaLI,I/IFI.

OpFaHI/I3aLLI/I9| CUCTEMbI 3alUThbI I/IH(*)OpMaLI,I/WI 3KOHOMMYECKMX OOBEKTOB.

KpunTtorpadmyeckvue MeToabl 3almTbl MHOPMaLK.

OTanbl NOCTPOEHUA CUCTEMbI 3aLlLNTbI MH(*)OpMaLJ,MM.

Mporpecc MHOPMALIMOHHBLIX TEXHONOMMIA U He06X0AMMOCTL 06ecnevyeHnsa MHPOPMaLMOHHON BE30MaCHOCTMW.

OcCHOBHbIE NOHATMA MHPOPMAaLMOHHOM 6e30nacHOCTH.

CucTema 3awwmTbl UHpopMaLMM U ee CTPYKTypa

MHdopmauus kak ToBap U 06BbEKT 6e3onacHOCTL.

MpodeccnoHanbHble TarHbl, nx BUAbl. OOBHEKTHI KOMMEPYECKON TalHbl Ha NPeanpUsTUN.

MepcoHanbHble AaHHblE M UX 3aLUuUTa.

NHdopMaUmoHHble Yrpo3bl, UX BUAbl U MPUYKMHBI BO3HUKHOBEHMS.

3|a(3|3|a|2|3[n|2[3]0|x|~|o|a] s w|n|~

Cnoco6bl Bo3aencTBus MHpOPMALIMOHHBIX YIPO3 Ha OOBEKTHI.

20 BHeLluHME 1 BHYTpEeHHME CYyOBbEKTbI MHPOPMALMOHHBIX YIPO3.
21 BpenoHocHble nporpamMmbl, X BUAbI.

22 McTopmsa KOMMbIOTEPHBIX BUPYCOB M COBPEMEHHOCTb.

23 MonuTrka 6e30MacHOCTM U ee NPUHLMMBI.

24 dparmMeHTapHbIN U CUCTEMHBINA NOAXOA K 3awmTe nHdopmMaLmm




6.3.2 TunoBble TecTOBble 3a4aHUA

He npegycmoTtpeHo
6.3.3 TunoBbIe NPaKTUKO-OPUEHTUPOBaHHbIE 3afaHuUsA (3agayuun, Kenchbl)

1. Paspabotatb

peanusytollee wudp Liesaps

2. Wcnonb3ysa wudp BwukeHepa,

KIko4eBOoro crioBa MUCnoJib3oBaTb CBOE NMNOJTHOE NMA

3awmndgpoBaTts ¢pasdy "INEKTpoHHas uMdppoBas MOANMUCHL".

B COBpeMeHHOVI cpene O6'beKTHO-OpVIeHTI/IpOBaHHOFO nporpaMmmMmpoBaHunAa  nNpurioxeHue,

B kauvecTtBe

6.4 MeToauyeckue MmaTepuansl, onpegensiiowme npoueaypbl OLLeHUBaHUA pe3yNnbTaToB 0by4eHUs

6.4.1 YcnoBus gonycka oby4aroLwerocs K NpoMexXyTo4HOM aTTecTaumMm U NOpAAOK NMKBMAAUUN aKageMn4ecKomn

3a40/MKEeHHOCTHN
lMpoBeaeHne NPOMEXYTOYHOW aTTecTaumMm pernaMmeHTMpPOBaHO IoKaribHbIM HOopMaTtuMBHbIM aktom CIIerynTn

«NonoxeHue 0 NpoBeAeHUN TeKYLLEro KOHTPOMS yCcneBaeMoCTU 1 MPOMEXYTOYHOWN aTTecTaumny obyqatoLmxcs»

6.4.2 ®opma npoBeAeHUs1 MPOMEXYTOYHOM aTTecTauum nNo AUCUUnimnHe

YcTHas

+

MNucbmeHHas

KOMI'IbPOTepHOG TecTupoBaHue

6.4.3 OcobeHHOCTU NpoBeAEeHNA NPOMEXYTOYHOM aTTecTalMu nNo oUCLMUNIHe
Bpemsi Ha NoaroToBky k oTBETY 15 MUHYT.

NHas

7. YYHEBHO-METOAUYECKOE N UHPOPMALIMOHHOE OBECINEYEHUE ANCLUUIMIIAHDbI
7.1 YyebHasa nutepaTtypa

ABsTOp

3arnasuve

M3patenbCcTBO

| Non nsnanus |

Ccbinka

7.1.1 OcHoBHas y4ye6GHas nutepaTtypa

PeBHuBbIX, A. B. NHdopmaunoHHas A https://www.iprbooks
6e:?c))n20HOCTb g|  Mockea: A Tn Ap 2021 hog.ru/10822p7.html
opraHm3aumsix Meava

domuH, [. B. UHdopmaumoHHas Caparos, Mocksa: https://www.iprbooks
H6esonacHocTb MpodobpasosaHue, Al 2022 hop.ru/118458.html

Mn Ap Megua

7.1.2 JlononHuTenbHasa y4ebHaa nutepartypa

Kynukos, C. C. MHdopmaumnoHHas BopoHex: BopoHexckui https://www.iprbooks
Be3onacHoCcTb ITIO§aJ'IbeIX rocyaapCTBEHHbIN 2021 hop.ru/118613.html
KOMMbIOTEPHBIX CeTeN TEXHUYECKUI

yHuBepcuteT, 35C ACB

Kynukos, C. C. MHdopmaumnoHHas BopoHex: BopoHexckui https://www.iprbooks

6e3onacHOCTb  NOKanbHbIX rocyapCTBEHHbIN 2021 hop.ru/118614.html

KOMMbHTEPHbIX ceTen

TEeXHUYECKUMn
yHuBepcuteT, 965C ACB

7.2 MNMepe4veHb npocheccnoHanbHbIX 6a3 AaHHbIX U MHPOPMaLIMOHHO-CMPABO4YHbLIX CUCTEM

OnekTpoHHO-6MbnmnoTeyvHasa cuctema IPRbooks [OnektpoHHbii pecypc]. URL: http://www.iprbookshop.ru/
OnekTpoHHas 6ubnuoteka BLUTI CIB MNYMNTL [GnekTtpoHHbIi pecypc]. URL: http://nizrp.narod.ru
OnekTpoHHO-OMbnnoTeyHas cuctema «ANbyKe» [OnekTpoHHbin pecypc]. URL: https://www.ibooks.ru/
MHdopmaumnoHHas cuctema «EguHoe okHO goctyna k obpasoBaTtenbHbiM pecypcam. Pasgen. MHdopmatmka u
WHOPMaLIMOHHbIE TEXHONOMNY [SNEKTPOHHbLIN pecypc).

7.3 MepeyeHb NMULEH3UOHHOIO U CBOGOAHO pacnpoCcTpaHAeMOoro NporpamMmmMHoro o6ecrneyeHus

Microsoft: WIN HOME 10 Russian OLPNL AcademicEdition Legalization GetGenuine
Microsoft: Office Standard 2016 Russian OLP NL AcademicEdition




7.4 OnucaHune MmaTtepuanbHO-TEXHMYECKON 6a3bl, He0OGX0AMMOMN ANA OCYLUECTBNEeHUA o6pa3oBaTeNbHOro
npouecca no gucumnnuHe

AyauTopus OcHalueHne

MynbTumMeguiiHoe obopyaoBaHue, cneumanmMsapoBaHHas mebernb, ocka
JlekunoHHas Y A PyA 4 P A
ayguTopus

KomnbloTepHbIN Knacc

MynbTuMeauiiHoe 06opyAoBaHME, KOMMbIOTEpHAasi TEXHUKA C BO3MOXHOCTbIO MOAKIOYEHMS K
cetm «WMHTepHeT» ©  obecneyeHnem [ocTyna B SMEKTPOHHYID  MH(OPMAaLMOHHO-
obpa3zoBaTeribHyto cpeay




