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1 BBEQEHUE K PABOYEW NPOrPAMME OUCLUUMNUHBI

1.1 Uenb AgncumnnuHbl: hopMMpoBaHMe KOMMETEHUMN B 06nactu paspaboTkum cUcTeMbl 3awnTbl MHOpPMaLMK
OpraHM3aumy Ha OCHOBE OLEHK/ CyLeCTBYLWMX Yrpo3 6e30nacHOCTM WM COBPEMEHHbIX METOAMK onpefeneHus
ahpeKkTMBHOCTUN NOAOGHLIX CUCTEM.

1.2 3apauv AUCUUNNUHGI:

. YCBOEHME OCHOB WH(OPMAaLMOHHON 6e30MacHOCTM — WCTOYHUKOB, PUCKOB M (OpPM aTak Ha
WHpopMaLNIO;

. YCBOEHME 3HaHWI B 06nacTu NONUTMKN U CTaHAapPTOB MHAOPMAaLMOHHON 6e3onacHoCTy;

. O3HaKOMIIeHMe C OCHOBaMu Kpuntorpadun U CpeacTBaMy aHTUBUPYCHOW 3alUuThl;

. n3yyeHue nokasarteriem 1 MeToamnK a(PPEKTUBHOCTM CUCTEMbI 3aLLNTbl MHGOPMaLUW;

. YCTaHOBSIEHNE COCTaBa MeponpuaTMin no obecneyeHnto hyHKLMOHMPOBAHUS KOMMSIEKCHOM CUCTEMbI

3awWwmTbl UHOpMaLM.

1.3 TpeboBaHMA K npeaBapuUTeNbHOW NOArOTOBKEe OOy4aloLerocs:

MpepBaputenbHas NoAroToBka NpegnonaraeT co3daHue OCHOBbI AMsi (POPMUPOBAHNS KOMMNETEHUMIA, YKa3aHHbIX
B M. 2, NpY NU3YYEHUN AUCLMMNIINH;

MHpopmaTuka

WHdopMaLnoHHbIe TeXHOMNOorUu
KomnbloTepHbIE CUCTEMBI U CETU
OducHble TexHONoOrmMm

2 KOMMNETEHUWU OBYYAIOLLEIOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLUUNIUHDbI

OlMK-4: Cnocob6eH NoHMMaTb NPUHLUMbI PaboTbl cOBPeMeHHbIX MH(POPMaLMOHHbIX TEXHONOMMN 1
ucnonb30BaTh UX ANS peleHus 3agay npodecCUoHanbLHON OeATENbHOCTU

3HaTb: NpUHUMMbLI, METOAbl U CPeAcTBa pelleHust 3adad npodeCcCrOoHanbHOW OESATENbHOCTM C YYETOM OCHOBHbIX
TpeboBaHMI MHpOPMALMOHHOM ©Ee30MaCHOCTMW.

YmeTb: pewatb 3agadn npodheCCUMOHanNbHOM AEATENbHOCTUM C Y4Y4EeTOM OCHOBHbIX TpeboBaHW WMHEPOPMALNOHHOMN
©esonacHocTu.

Bnagetb: HaBblkaMy UCNONb30BaHMS  MHMPOPMALMOHHO-KOMMYHUKALMOHHBIX TEXHOMOMMA C  Y4eTOM  OCHOBHbIX
TpeboBaHMIN MHpOPMALIMOHHOM ©e30NacHOCTM NP peLleHnn 3aday NPodeCcCMOoHanNbHOM OeATENBHOCTH.




3 COOAEPXAHUE OANCLUMITIUHbI

KoHTakTHas
paboTta

dopma
TeKyLero
KOHTpOns

CP

Nex. Mp. | (Yace)
(vacnl) | (vachbl)

HavmeHoBaHWe u cogepxaHue pa3nenos, TeM U
Yy4€OHbIX 3aHATUN

Cemectp
(kypc ons
3A0)

Pasgen 1. OCHOBHble MOHATUSA U onpepeneHusa

Tema 1. OcHOBHble cocTaBnsoWwme WHHOPMaLUOHHON
BesonacHocTH

M3yyeHMe UCTOYHMKOB, PUCKOB U opM aTak Ha
uHdopmaumto B WC, BpedoHOCHbIX nporpamMmm W
KOMMbIOTEPHbIX BUpycoB. CueHapuu peanusauuun yrpos 2 2 8
MHOPMaLMOHHON Ge3onacHocTn. BHyTpeHHMe yrposbl
MHOPMaLIMOHHOM 6esonacHocTu. BaxHocCTb "
CNOXHOCTb Npobnem 3awwmTbl nHcpopmaumm B UC.

Tema 2. 3akoHopaTenbHbI YPOBEHb WHAOPMALMOHHOMN
Ge3onacHocTu.

3akoHopaTenbHble M MPaBOBble  OCHOBbI  3aALUTHI
KOMMbIOTEPHOW MHdopMaLmn MHOPMALIMOHHBIX
TexHonorun. OB30p pPOCCUMINCKOrO 3akoHoOaTenbCTBa B
obrnactm uHGOpMaUMoHHOM 6e3onacHocTn.  [MonuTuka 3 2 8
NHOPMAaLIMOHHOM ©e3onacHocTu. CopepxaHue
OCHOBHbIX [OKYMEHTOB npeanpusatusi no obecneveHuo
3aLLmMTbl KOMMbOTEPHON MHGOopMaumm B NC

Pazgen 2. Kpuntorpadguyeckas sawmta nHpopmaumm

Tema 3. OCHOBHblE MPUHLUMMBLI  KpunTorpaduyeckon
3aLmTbl MHopMaLmn

MoHaTne kpuntorpacdmn. [MMOHATUS O CUMMETPUYHBIX W
aCUMMETPUYHBIX KpunTocucremax. MoHsaTne
KpunToaHanmaa. AnnapaTHo-NnporpamMmmHble 4 6 10.25
Kpuntorpaduyeckne CpeacTBa 3aluTbl  MHGOPMaLMK. ’
Cuctembl naeHTudmkaumm n ayTeHTudmrKaumm
nonb3oarenen. Cuctemnl LWIMPPOBAHUSA AAHHbIX.

Tema 4. ACUMMETPUYHbIE KPUNTOCUCTEMBI

KoHuenuuss  KpMnNTOCUCTEMbI  C  OTKPbITBIM  KITHOYOM.
OpHoHanpaBneHHble yHKLMN. KpunTtocucrema
wudpoBaHusa gaHHbix RSA. lMpouenypbl wWndpoBaHus 1
pacwundpoBaHma B kpuntocucteme RSA. BesonacHocTb 2 8 85
n ObicTpooencTene KpUMNTOCUCTEMbI RSA. ’
AyTeHTUdMKaUMA OaHHbIX W 3NEKTPOHHad uudposas
noanuch




Tema 5. CUMMETPUYHbBIE KPUNTOCUCTEMBI

[MoHATMe o cumMmMeTpuyHOM Kpuntocucteme. Lndpol
nepecTaHoBKM. Wwvdpytowme  Tabnuubl.  Cuctema
wudpoBanua  Lesapsa. Ludpbl  cnoxHoW — 3aMeHbl. 2 6 8
WndpposaHne  metogom  rammupoBaHud.  CTanaapT
wndpoBaHus aaHHbIX DES.

Pasgen 3. 3awmTa nigopmManmm B KOMMbIOTEPHbBIX CETAX

Tema 6. ObecnedyeHne 6e30MacHOCTN CUCTEM, BXOASALLMUX
B COCTaB rnobanbHbIX KOMMNbIOTEPHbLIX CETEN.

MoHaTne mexceTeBoro akpaHa (firewall). OkpaHbl
NPUKNagHOro YpOBHS. JKpaHbl C NakeTHoW hunbTpaunen.
MMbpnaHble  MexceTeBble 3KpaHbl. OpraHu3aums w
aKcrnyataums BMpTyanbHbIX 4acTHbix ceTeir  (VPN). 2 3 6
Monb3oBatenbckne wn  ysnoeole VPN.  Cucrtemsbl
npepoTepaleHns sTopxxkeHun (IDS). Y3noBble u cetesble
IDS.

Tema 7. ObecneyeHne OesonacHoOro B3aMMOAENCTBUSA B
rnobanbHbIX KOMMbIOTEPHbIX CETAX

YnpaBneHve knwoyamu N cepTUdUKauUa  KIoven.
KoHuenuus gosepus B  WHMOPMAUMOHHOMW CcUCTEME.
Wepapxmnyeckasa wmogenb poeepus. CeteBaa wmopenb
nosepus.  poTokon  KoHduAeHUManbHoro  obmeHa 2 5 8
OaHHbIMK SSL. O6ecneyeHne H6e3onacHocTu
OGecnpoBodHbix ceTel. ObecneyeHne ©OesonacHoCcTU
3MIEKTPOHHOW MOYTHI.

Utoro B cemecTtpe (Ha kypce ansa 3A0) 17 34 56,75
KoHcynbTauum n npoMmexyToyHasa attectaums (3ader) 0,25
Bcero koHTakTHasa pa6orta u CP no gucumnnuHe 51,25 56,75

4 KYPCOBOE NMPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHne y4eGHbIM MraHoM He NpeaycMOTpeHo

5. OMMMCAHUE NOKA3ATENEW, KPUTEPUEB, CACTEMbI U CPEACTB OLIEHUBAHUA PE3YJILTATOB
5.1 MokasaTenun oueHUBaHUSA OBYYEHUA

Koa komneteHummn MNokasaTtenu oueHnBaHus pe3ynbTaTtoB o6yquV|;|

1. Vanaraet Ga3oBble TEOpETMYECKUE MONOXeHMsS B obnactu 3awutbl MHGOpMaLmm
1 nHcdopmMaLMoHHoM 6e3onacHoCTH

OMK-4 2. WNmeeT npeacTtaBneHne 006 MCNOMb30BaHUW COBPEMEHHBLIX CPeACTB 3aluTbl
nHpopmaumm

3. emMoHCTpUpyeT HaBblKW NMPUMEHEHUSI COBPEMEHHbIX aHTUBUPYCHbIX CPEeACTB ANs
3aLWnTbl HpopMaLmm

5.2 Cucrtema 1 KpuTepum oLeHMBaHUS

Kputepum oueHnBaHus chOpMUPOBAHHOCTU KOMMETEHLMI

LLikana oueHnBaHuA
YcTHOoe cobecenoBaHmne MNMucbmeHHas paboTa

O6yvarowmiica TBepao 3HaeT Martepuarn,

SaqreHo r,amMoTHO M NO CyLlleCTBy uUanaraet ero, He




[I0MYCKaeT CYLIECTBEHHbIX HETOYHOCTEN B
oTBeTe Ha BOMPOChl, CNocoGeH NpaBuUMbHO
NPUMEHUTb OCHOBHblE meTonabl "
WHCTPYMEHTbI MPW PEeLLEeHUN MPaKTUYECKU
3agau, Brnageet Heob6XoaMMbIMM
HaBbIKaMu 1 NpUemMamMmn X BbINOMHEHUS

He 3auteHo

OOyuvatowmiica 3HaeT Martepuan He B
nonHoM obbEéme, unn e BooOLLe ero He
3HaeT. ManoxeHve MaTepuana cTpagaet
OT HEerpamMoTHOCTM U OT O0bObACHEHUS
Menkux geTtanen Bonpoca, He MNokasblBas
otBeT no cyuwectsy. O6y4arowminca
OOMyCKaeT CyLIEeCTBEHHbIE HETOYHOCTU B
oTBETE€ Ha BOMPOCbl, He  cnocobeH
NpaBuIibHO NMPUMEHUTb OCHOBHblE MeToAbl
n WHCTPYMEHTHI npu peLueHum
npakTu4yecknx 3agad, abComwTHO He
Bnageet HeoOXOAMMbIMW  HaBblkaMyn U
npvemMamm Ux BbINOSTHEHUS.

5.3 TunoBble KOHTPOJbHbIE 3aA4aHuA n/vnn nHble mMaTtepuanbl, UCnonb3yeMble OANA OUeHKU pe3ynbTaTtoB

oby4eHus

5.3.1 TunoBble KOHTPOJbHbIe BONPOCHI

Ne n/n

dopMynnpoBKN BONPOCOB

Cemectp 7

MeToab! 1 cpeacTsa 3aWmTbl UHOPMaLMK.

OpraHnsauuoHHoe obecnedeHne MHOopPMaLMOHHON 6e30nacHoOCTU

OpraHu3auns KoHdUaeHLManbHoro 4enonpon3BoacTaa.

Komnnekc opraHM3aumMoHHO-TEXHUYECKMX MepPONpUATUiA No o6ecrnedeHnto 3aLUmTbl MHGOoPMaLIN.

NHxeHepHO-TexHNYecKoe obecrneveHne KOMMbITEPHON 6e30MacHoCTU.

3awmTa nidopmauum B IHTEpHETE

3awwmTa ot KOMMbOTEPHbIX BUPYCOB.

I'Ionynﬂprle AHTUBUPYCHbIE NporpamMmmbl N NX KﬂaCCI/ICbI/IKaLI,I/IFI.

OpFaHI/I3aLLI/IF| CUCTEeMbI 3allUThbl VIH(bOpMaLI,I/IVI 3KOHOMMYECKNX OOBEKTOB.

Kpuntorpaduyeckne metoab! 3aLimTbl MHOPMaLUK.

OTanbl NOCTPOEHUA CUCTEMbI 3alLNTbI I/IH(*)OpMaLLI/II/I.

Mporpecc MHOPMALIMOHHBLIX TEXHONOMMIA U Heo6X0AMMOCTL 0becneyeHnsa MHPOPMaLNOHHON BE30MaCcHOCTMW.

OcHOBHbIE NOHATMA MHPOPMaLMOHHOWN 6e30nacHOCTH.

Cuctema 3awwuTbl MHOPMaLMK 1 ee CTPYKTypa

MHdopmauusa kak ToBap U 06bEKT 6e3onacHOCTL.

MpodeccmoHanbHble TarHbl, nX BUAbl. OOBHEKTHI KOMMEPYECKON TalHbl Ha NPeanpUsTUN.

MepcoHanbHble AaHHblE M UX 3aLuTa.

NHdopMaumoHHble yrpo3bl, UX BUAbl U MPUHKUHBI BO3HUKHOBEHWS.

3|a(3|3]a|2|3|n|2|3] ||~ || o] |o|n|~

Cnocobbl Bo3aencTBus MHPOPMAaLMNOHHBLIX YrPO3 HAa 00 BHEKTbI.

20 BHeluHMe 1 BHYTpeHHME CyOBbeKTbl MHPOPMALMOHHBIX YIPO3.
21 BpenoHoCHbIe NporpaMmmbl, X BUAbI.

22 McTopmsa KOMMbIOTEPHBIX BUPYCOB M COBPEMEHHOCTb.

23 MonuTrka 6e30MacHOCTM U ee NPUHLUMBI.

24 dparmMeHTapHbIN U CUCTEMHBIVM NOAXOA K 3awmTe nHdopmMaLmm

5.3.2 TunoBble TecTOBbIe 3a4aHUs
He npegycmoTpeHo

5.3.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIe 3afaHusA (3agaumn, Kencbl)

1. PaspabotaTb B COBpeMeHHOM cpeae OOBbEKTHO-OPUEHTUPOBAHHOIO MNPOrPaMMUPOBAHUS  MPUIOXEHUE,
peanusytollee wndgp Liesaps

2. Wcnonb3yss wudpp BwkeHepa,

KINKO4YeBOro cnoBa Ucnosnb3oBaTb CBOE MNOJIHOE NMA

3awmngposatb Gpasy "anNekTpoHHas uugposas nognuck".

B kadectBe




5.4 MeTogn4yeckue matepuansl, onpegensirowme npoueaypbl OLLeHUBAHUA pe3yNbTaToB 06y4YeHUs
5.4.1 YcnoBua gonycka obyyvarowerocsi K npoMexXyTo4yHOM aTTecTtaumm u Nnopsaaok NMMKBUAALUK akageMn4ecKkomn

3aA40JTKeHHOCTH

[MpoBeaeHne NPOMEXYTOYHOW aTTecTauuMm pernaMmeHTUpPOBaHO IoKarbHbIM HopMaTtuMBHbIM aktom CII6ryYNTO
«[MonoxeHne 0 NPOBeAEHUN TEKYLLErO KOHTPOMS YCNEBAEMOCTU 1 MPOMEXYTOUHOWN aTTecTaumnm oby4daroLmxcs»

5.4.2 ®opma npoBeAeHNA NPOMEXYTOYHOM aTTecTaumm no gUCUmnimHe

YcTHasa +

MNMncbmeHHasn

KomnbroTepHoe TecTtnpoBsaHune

5.4.3 Oco6eHHOCTU NpoBeAEHUsI MPOMEXYTOYHOW aTTecTauum no AUcUmUnnnHe
Bpems Ha noarotoBky k oTBeTy no ounety - 30 MUHYT.

NHasa

6. YHEBHO-METOANYECKOE N UHPOPMALIMOHHOE OBECINEYEHUE ANCLUUIMITIUHDbI
6.1 YuebHasa nutepartypa

ABTOp

3arnasuve

MN3paTenbCcTBO

| og nspgaHus |

Ccblnika

6.1.1 OcHoBHas y4yebGHasa nutepaTtypa

LWtepeHbepr, C. U. NHdpopmaumnoHHas CaHkT-MeTepbypr: CaHKT https://www.iprbooks
6e3onacHoCTb. -MeTepbyprekuit hop.ru/102424.html
CTteraHorpadus rocyaapCTBEHHbIN 2017
yHUBEpCUTET
NPOMbILLIEHHbIX
TEXHONOIMMM 1 gusanHa
cocCT., Kupkonyn, | IHdopmaLumoHHas BapHayn: Antanckui https://www.iprbooks
CkypblavHa, E. M. ©e3onacHoCcTb rocyaapCTBEHHBIN 2017 hop.ru/102889.htmi
nefarorn4yeckuni
yHMBEpcuTeT
domuH, [. B. MHdopmaumoHHas Caparos, Mocksa: https://www.iprbooks
H6esonacHocTb MpodobpasosaHue, Al 2022 hop.ru/118458.html
M Ap Megna
6.1.2 lononHuTenbHas y4yebHasa nutepartypa
PeBHuBbIX, A. B. NHdpopmaumnoHHas A https://www.iprbooks
©e3onacHoCcTb B MOCKBG' Av T Ap 2021 hop.ru/108227.html
opraHm3aumsix eana
Kynukos, C. C. UHdopmaumoHHas BopoHex: BopoHexckuin https://www.iprbooks
6esonacHoCTb  rmobanbHbIX rocyaapCTBEHHbIN 2021 hop.ru/118613.html
KOMMbIOTEPHBIX CeTewn TEXHUYECKNI
yHusepcuteT, 365C ACB
Kynukos, C. C. NHdbopmaLumoHHas BopoHex: BopoHexckui https://www.iprbooks
6esonacHOCTb  NoKarbHbIX rocyaAapCTBEeHHbIN 2021 hop.ru/118614.html

KOMMbIOTEPHBIX ceTen

TEXHUYECKUI
yHuBepcuteT, 36C ACB

6.2 Mepe4veHb NpocheccnMoHanbHbIX 6a3 AaHHbIX U MHPOPMAaLIMOHHO-CMPABO4YHbLIX CUCTEM

OnekTpoHHO-6nbnunoTteyHas cuctema IPRbooks [OnekTpoHHeIn pecypc]. URL: http://www.iprbookshop.ru/
OnekTpoHHas 6ubnuoteka BLUTI CIB MNYMNTL [GnekTtpoHHbIi pecypc]. URL: http://nizrp.narod.ru
OneKkTpoHHO-6MbnmnoTevHasa cuctema «AbByke» [OnekTpoHHbIi pecypc]. URL: https://www.ibooks.ru/
WHdopmauuoHHas cuctema «EgmHoe okHo goctyna k obpasoBaTtenbHbIM pecypcam. Pasgen. MHdopmaTuka u
WMH(POPMAaLIMOHHbIE TEXHONOMNY [QNEKTPOHHbIN pecypc].

6.3 MNMepe4veHb NULEH3UOHHOIro U CBOOOAHO pacnpocTpaHAeMOoro NporpamMmHoOro obecneyeHus

Microsoft: WIN HOME 10 Russian OLPNL AcademicEdition Legalization GetGenuine
Microsoft: Office Standard 2016 Russian OLP NL AcademicEdition




6.4 OnucaHne maTtepmanbHO-TEXHMYECKON 6a3bl, HeOOX0AMMOMN ANA OCYLUECTBNEeHUA o6pa3oBaTeNbHOro
npouecca no gucumnnuHe

AyauTopus OcHalueHne

MynbTumMeguiiHoe obopyaoBaHue, cneumanmMsapoBaHHas mebernb, ocka
JlekunoHHas Y A PyA 4 P A
ayguTopus

KomnbloTepHbIN Knacc

MynbTuMeauiiHoe 06opyAoBaHME, KOMMbIOTEpHAasi TEXHUKA C BO3MOXHOCTbIO MOAKIOYEHMS K
cetm «WMHTepHeT» ©  obecneyeHnem [ocTyna B SMEKTPOHHYID  MH(OPMAaLMOHHO-
obpa3zoBaTeribHyto cpeay




