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1. BBEOEHMUE K PABOYEN MPOrPAMME OAUCLUMMIUHbI

1.1. MecTo npenogaBaeMon QUCLUNIIMHBbI B CTPYKType obpa3oBaTeribHOM NporpaMmmsbl

BasoBasi I:I ObsnasartenbHas l:l JononHuTensHo
Bnok 1: aBnsieTcsl hakynbTaTMBOM

BapuaTtusHasg Mo BbIGOPY

1.2. Uenb aucumnnuHbl

CcopmupoBatb koMneTeHuun oby4varowierocss B 00MacTu OCBOEHWsi Gas3oBbIX TEXHOMOMUM
obecneveHnsa NHpopmMaLUnoHHON 6e30NacHOCTN TENNTOIHEPreTUYECKNX OO BEKTOB.

1.3. 3agaum gucumnnvHbI

®  U3Y4YNTb OCHOBHbIE NOMOXEHUSA, MOHATUS U KAaTErOpUMK, OTHOCSLLMECH K BA30BbIM TEXHOMNOMMAM
obecneyeHnst MHOpMaLNOHHOM 6e30nacHOCTH;

e  u3yuntb TpeboBaHMs, MpeabsBNSEMbIX K MnpoueccaMm 3awuTbl MHGOPMaLMn B
COBPEMEHHbIX MHGOPMALMNOHHBIX CUCTEMAX;

. OCBOWUTb TUMOBLIE MOAXOAbl U MeToabl NPOTUBOAEWCTBUS Hambornee pacnpocTpaHEeHHbIM
yrposam uHgOopmMaLMoHHOW 6e30nacHoCTH;

. oBnageTb NPUHUUNAMW OpraHM3auuun, KOMMSIEKCHOro noaxoda K BbiboOpy cpeacTB u
TexHomnorum obecnevyeHmss MHpOPMaLMOHHOM Ge30MacHOCTU TEMSI03HEPreTUHECKNX OOBEKTOB.

1.4. NMepe4eHb NNaHMpyeMbIX pe3ynbTaToB 00y4YeHUsl NO AUCLMINIIMHE, COOTHECEHHbIX C
nraHUpyeMbIiMU pe3yribTaTaMU OCBOEHUs o6pa3oBaTesNibHOWU NporpamMMbil

Kopn

3ATan opMnpoBaHns
KOMMEeTEeHUUM dopmynMpoBka KOMMNeTEHLUM

OlK-1 CNOCOBHOCTBLIO OCYLLECTBMASATL NOUCK, XpaHEeHWe, 2
00paboTKy 1 aHann3 nHPoOpMaL MM U3 pasfnmnyHbIX
MCTOYHMKOB U 6a3 AaHHbIX, NPEeACTaBNsSTb €€ B
TpebyeMom chopmaTe C UCMOMb30BaHUEM
MHPOPMALIMOHHBIX, KOMMBIOTEPHBIX U CETEBbIX
TEXHOIOIMMM

I'InaHMpyeMble pe3ynbTaTbl OGyHeHMﬂ

3HaTb:
1) oCHOBHbIE NOHATUA U3 0bnacTn nHopMaLmMoHHON Ge3onacHoCTY;
2) knaccudprkaumio yrpos MHpopmaumoHHon 6e3onacHOCTN OO BLEKTOB.

YMmeTb:

1) ncnonb3oBaTb MHTEPHET-PECYPCHI Y MOUCKOBbLIE CUCTEMBI AN NOMYyYeHNst HEOOX0AMMON MHGOPMaLIMK
13 obnactu nHdopmaumoHHon 6e3onacHoCTy;

2) NPMMEHATb COBPEMEHHOE NporpaMmMHoe obecneyeHne ans aHanmnsa n 06paboTkm Nony4YeHHON
MHdopMaLIUuK.

Bnapets:

1) HaBbIKAMK NCNONb30BaHNSA COBPEMEHHbBIX MHPOPMALMOHHLIX TEXHOMOrMIA B cdhepe MHPOPMaLMOHHOM
BesonacHocTy;

2) npuemMamMu NPOTUBOAENCTBMS Yrpo3amMm MHOPMaLMOHHON 6e30NacHOCTU OOBEKTOB.

MK-2 CMOCOOHOCTLIO MPOBOAMUTL PacyeTbl MO TUMOBLIM 1
MeToauKaMm, MPOEKTUPOBaTb TEXHOMNOrMYeckoe
obopyanoBaHue ¢ UCnornb3oBaHUeM CTaH4aPTHbIX
CpeacTB aBTOMaTU3aLMM NPOEKTUPOBAHNS B
COOTBETCTBUMU C TEXHUYECKUM 3aJaHNEM

3HaTb:

1) ocHOBHbIE CNOCOGLI NPOTMBOAENCTBUS Yrpo3aM U3 0bnact nHdopmarMoHHon 6e30nacHOCTY;
2) oTeYeCTBEHHbIE N MeXAyHapoaHble CTaHAapThl B obnactu obecnedeHns nHopmMaLMoOHHON
©esonacHocTu.

YmeTh:
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Kopg

OTan opmMmpoBaHus
KOMMeTeHL MM dopmynupoBka KOMMETEHLIUM

1) ycTraHOBUTB NporpammMHoe obecneyveHne, HeobxoamMmoe ansa odbecneyeHns MHGPOPMaLNOHHOM
BesonacHocTn 06bEKTa;

2) ncnonb3oBaTb UMELLYIOCS UHOPpMaLMIO AN BbipaboTKn cTpaTerMm 3awutbl 06beKToB OT
WHOPMALIMOHHBIX YIPO3.

BnapeTts:

1) meToaukom adhhekTUBHOM IKCNNyaTaLum nporpaMmmMHOro obecnevyeHms NPUMEHAEMoro ans
obecneyveHnsa nHpopmaumoHHom 6esonacHoCTy;

2) coBpeMEHHbIMU KpUNTOrpadnyeckMMm TEXHONOMMAMM 3alnTbl UHOpMaLUN.

1.5. AcumMnnuHbl (NPaKTUKK) obpasoBaTenibHOM NpPorpaMmbl, B KOTOPbIX ObISIO HA4YaTo
chopMupoBaHue KoMneTeHUMN, ykazaHHbIX B n.1.4:

e UWHdopmaTtuka B 3agavax TennosHepretukm (OMNK-1, MK-2)

o KomnbloTepHasi rpacpumka (MK-2)

e TexHudyeckas TepmognHamuka (OlMK-1)

e [upporasoanHamuka TennosHepretTnyeckux cucrem (OlMK-1)

2. COOEPXAHUE OAUCLUUNIINHDbI

O6bem (4achl)

HanmeHoBaHve 1 copgepxaHue 0S| .8 g g2
y4ebBHbIX Moaynen, Tem u hopm KOHTpons § 2 § g Q g 2
°g| %38 &
[¢] ®g ®o
YuyebHbIn Mmogynb 1. UHdopmaLmnoHHO-aHanuTM4Yeckas gesaTenbHOCTbL B cepe
6e3onacHoOCTU
Tema 1. KoHuenTyanbHble OCHOBbI 3aLuTbl MHOpMaLnm 16 16
Beegenne B gucuunnuHy. CuctemMa [OOKYMEHTOB MO TEXHUYECKOW  3aluuTe
UHdopmaLnn. 3akoHopaTenbHble U VMHble NpaBoOBble akTbl B obnactu
TEXHUYECKON 3awnTbl MHpopmaumn. [ocygapCTBEHHblE OpraHbl MO TEeXHUYECKOW
3awmte wuHdopmauum B PO. JluleH3upoBaHme OeAaTenbHOCTM B 06nacTu 3awuThl
WHopmaLun.
Tema 2. Knaccudukaums yrpo3 v 06beKTOB 3aLLuThl 19 | | 16
MeToabl oOueHkn onacHocTu yrpo3. O6bekT mHGopMaTulauun. Knaccudpumkaums
0OBbEKTOB 3awuTbl. Yrpo3bl HECaHKLMOHMPOBAHHOrO JocTyna K  WHdopmauuu.
OcHoBHble Kraccbl atak B ceTsax. [loHATMe HecaHKUMOHMPOBAHHOIO JocCTyna.
MexceTeBorn 9kpaH. Cuctema OOHapyXeHUs BTOPXEHWMN
Tekywmmn KOHTPOob 1 (YCTHbIN onpoc). 1
YyebHbI Moaynb 2. Ba3zoBble TpeboBaHMA No 3awuTe uHdopmaummn
Tema 3. OCHOBHble pekoMeHZauuun no 3awuTe nHdopmaumm 20 16

Mopsagok obecneyeHnss 3awmTtbl  MHGOpMauuu.  3awuta  KoHdMAaeHUManbHOn
WHopMaLMM Ha aBTOMAaTU3MPOBaAHHBLIX pabounx MecTax. 3awmta mHdopmalmm
B JTOKanbHbIX BbIYUCTIUTENbHbIX cetax. 3awwmTa WHcdopmaumm  npu
MeXceTeBoM B3ammoenctsun. 3awmta mHdopmauum npu pabote ¢ cuctemamu
yrnpaBneHns 6asamu faHHbIX. [lopsgok obecneveHns 3awmTbl MHGOpPMaUMM npwm
B3aMMOJENCTBUMN C MHAOPMALMNOHHBIMU ceTAMU 0BLero nonb3oBaHusa. OCHOBHble
TpeboBaHNA M peKkoMeHZauun Mo 3awuTe ChykebHOM TaviHbl W NepCOoHarnbHbIX
OaHHbIX.

Tema 4. TexHU4eckue KaHarbl yTeuku MHopMaLmm 15 | | 16
MoHsaTne uHdopmaumoHHoro curHana. Mogynsums curHanoB. OnacHble curHasnbl
M ux  nNCToYHMKN. OCHOBHbIE  MOKas3aTenu TEXHWYECKOro  KaHana YTeudKu
MHdopMaLnm

TeKywWmin KOHTPOIb 2 (YCTHbIN onpoc). 1
YyebHbIn Moaynb 3. KomnbloTepHble BUPYChI U 3aliMTa OT HUX
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Ob6beM (4achl)
HavnmeHoBaHue u cogepxaHue 03| .88 g8
y4ebHbIX Moaynen, TeM 1 PopM KOHTPOSA g % g z 3 z %
53| °zsgd ¢&
] ® g ®o
Tema 5. Bupychbl kak yrposa uHgopmaLmnoHHon 6e30nacHOCTuU. 17 16
XapakTepHble 4epTbl KOMMbIOTEPHbIX BUpYcoB. Knaccudumkauusa KOMMbIOTEPHbIX
BUpYCOB MO cpene obutaHus, no ocobeHHocTam anroputma paboTbl, Mo
[EeCTPYKTUBHLIM BO3MOXHOCTSAM. BupyconoaobHele nporpaMmmbl. YTUNUTbI CKPbITOrO
aAMUHUCTPUPOBAHNS.
Tema 6. AHTUBMPYCHbIE NPOrpaMMbl 18 | | 16
OcobeHHOCTN paboTbl aHTUBUPYCHLIX MporpamMm. Knaccudukaums aHTUBUPYCHbIX
nporpamm. ®akTopbl, onpegenstolmne Ka4eCcTBO aHTUBUPYCHbIX NPOrpaMm.
TeKyLwmnn KOHTPOnb 3 (YCTHbI Onpoc) 1
YyebHbIn moaynb 4. MexaHuambl obGecnevyeHMAs  MHGpOPMaALUOHHOMN
6e3onacHoCTU
Tema 7. UgeHTUduKaumsa n ayteHTugukaumna. Metogbl pasrpaHmyeHuns gocryna 15 16
OnpepeneHve nNOHATUN  «ayTeHTdMKauusa» U «ugeHTudpmkaumsay». MexaHnsm
ayTeHTUUKaLUUM 1 mnaeHTUduKauum nonb3oBaTtenen. MaHgoaTHoe M OUCKpPeTHoe
yrnpaBrieHne JOCTYMNOM.
Tema 8. Kpuntorpadgus v wndpoBaHune 16 16
Ctpyktypa kpuntocuctembl. Knaccudpmkaumss cuctem  WMEPPOBaAHMSA  OaHHbIX.
CyMMETpUYHbIE U aCCUMMETPUYHLIE METOALI LN poBaHns. MexaHn3M 3reKkTPOHHOM
LMdpOoBOM NOAMUCH.
TeKywWnin KOHTPOIb 4 (YCTHbIV 0Mpoc). 1
KoHTponbHas paboTa 12
NMpomeXxyToyHasa aTTecTauus No AUCLMNIIMHE (3a4eT) 4 4
BCEIo: | 144 144
3. TEMATUYECKHWMU NJ1AH
3.1. llekunn
Homepa O4yHoe 06y4yeHne O4HO-3a04HOE 06y4YeHMEe 3ao4yHoe oby4eHune
usysaemix Tem | HOR o) comecroa o) comecroa o)
1 5 2 10 0,5
2 5 2 10 0,5
3 5 2 10 0,5
4 5 2 10 0,5
5 5 2 10 0,5
6 5 4 10 0,5
7 5 2 10 0,5
8 5 2 10 0,5
BCEIO: 18 4
3.2. MpakTnyeckme U ceMMHapPCKue 3aHATUSA
Homepa HavMeHoBaHue OuyHoe 06y4eHne OuHo-3a04Hoe 3ao4Hoe oby4eHne
n3yyaembix . 0byuene
Tem n chopmMa 3aHATUN Homep Ob6bem Howmep O6bem Homep O6bem
cemecTpa (vacbl) cemecTpa (4acbl) cemecTpa (4acbl)
AHanua puckos
1 WHOPMaLIMOHHON 5 6 10 1
BesonacHocTu
OCHOBHbIE MPUHLMMbI
obecneyeHus
NHpOpPMaLIMOHHON
2 6eg:)nF;Cchm B Poccum u 5 6 10 1
BEAYLLNX 3apyDexHbIX
CTpaHax
lMocTpoeHune KoHuenumm
3 MHOPMaLIMOHHOM 5 6 10 1
©e3onacHoCTK obbekTa
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OuHO-3a04HOE

H
Mayzn;:'ailx HavMeHoBaHue OuHoe oby4eHune oBydeHme 3aoyHoe obyyeHne
Tem n chopma 3aHATUN Howmep O6bem Howmep Ob6bem Homep Obbem
cemecTpa (yachbl) cemecTpa (yachbl) cemecTpa (yachbl)
MocTtpoeHune VPN
BUPTyanbHOW YacTHOW CeTH
4 (BupTY )| 5 6 10 1

Ha 6ase nmetoLlerocs
NnporpaMmMHoOro obecneyeHust
AnroputMmbl NnoBeAeHUS

5 BUPYCHbBIX U OpYrux 5 4 10 1
BPeAOHOCHbIX NporpamMm
AnroputMbl NpegynpexaeHus

6 1 obHapy>KeHUS BUPYCHbIX 5 6 10 1
yrpos
MakeTbl aHTUBMPYCHbIX

6 nporpaMm 5 4 10 0,5
Mpouenypa ayteHTUMKaLm

7 nornb3oBaTens Ha OCHOBE 5 6 10 0,5
naponsi.

7 MexaHn3Mbl KOHTPONSA 5 4 10 05

LeNTOCTHOCTM AaHHbIX

MporpammHas peanusauus
8 KpunTorpaguyeckux 5 6 10 0,5
anropuTMoB

BCEro: 54 8

3.3. JlabopaTopHble 3aHATUA
He NpegyCMOTPEHbI.

4. KYPCOBOE NPOEKTUPOBAHUE

He npeaycMoTpeHo

5. TEKYLUMN KOHTPOJ1b YCNEBAEMOCTU OBYYAIOLLEIOCH

Howmepa O4yHoe 06y4eHne O1Ho-3a04Hoe 3aoyHoe oby4yeHne

y4e6HbIX dopma Y oby4yeHne y
mogynei, no

KOHTPOIA

KoTOpEIM onTho Y Homep Kon-Bo Homep Kon-Bo Homep Kon-Bo
npoBoAMTCA SHaHuu cemectpa cemecTtpa cemectpa

KOHTPOS1b

1-4 YCTHBIN onpoc 5 4
KoHTponbHasa pabota 10 1

6. CAMOCTOATEJIbHAA PABOTA OBYYAKLIEIOoCH

OyHo-3a04HOE
Buabl CaMOCTOSTENbHOM paboThi OuHoe oby4eHune oBydeHme 3ao4Hoe oby4eHne
o6yqa}ou.|,eroc;| Homep Ob6bem Howmep O6bem Homep O6bem
cemecTpa (yachbl) cemecTpa (yachbl) cemecTpa (yachbl)
YcBoeHre TeopeTuyeckoro Matepuana 5 30 10 66
MoaroToBka K MPaKkTUYECKUM 3aHATUAM 5 38 10 50
BbinomnHeHne KOHTPOrbHOM paboThbl 10 12
MoprotoBka k 3ayeTy 5 4 10 4
BCEIO: 72 132

7. OBPA30OBATEJIbHbIE TEXHOJITIOI' MU
7.1. XapaKkTepucTuka BUAOB U UCTIOSNIb3yeMbIX MHHOBALUMOHHBIX hOPM Y4eOHbIX 3aHATUN:
He NpPeayCMOTPEHbI.
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7.2. Cuctema oueHMBaHUS yCNeBaeMOCTU U AOCTUKEHNN 00yYaloLWMXCA AN NPOMEXYTOYHOMN
aTTecTtauum

TpaauUMOHHaaA | X 68]'IJ'IbHO-peIZTI/IHFOBaF|

8. OBECMNEYEHUE ANCLUMIIUHDbI

8.1. YuebHaa nuTtepartypa
a) ocHoBHas y4ebHasi nutepartypa

1. Tpowes, A.C. NHdbopmaTuka [OnekTpoH. pecypc]: y4ebHuk ans sy3os / A.C. 'powwes. — M.-bepnuH.:
OupekT-Meana, 2015.-484c. («KHura®oHay: Pexxum goctyna: http://www.knigafund.ru/183666/)

2. Edpemos, U.B. NHdopmaumoHHble TexHOMorMm B cpepe 6esonacHocTn [ONeKTpoH. pecypc]:
npaktukym / .B. Ecdppemos, B.A. Cononoea — OpeHbyprckun roc. yH-T. — OpeHoypr: OI'Y, 2013. -
116¢. («KHura®ongy: Pexxum goctyna: http://www.knigafund.ru/181098/)

0) pononHuTenbHasa yyebHas nutepartypa

3. Aukacos B.1O. lNporpammupoBaHme Ha Lazarus [OneKTpoHHbIN pecypc]: npaktukym/ B.HO.AukacoB—
M.: HaumoHanbHbI OTKpbIThIA yHUBEpcuTeT «UHTynT», 2016.— 521 c.— («KHura®oHg»: Pexum
poctyna: http://www.knigafund.ru/177930/)

4. Uapes, P.1O. MNporpammHble M annapaTtHble cpeactsa uHdgopmatuku [OnekTtpoH. pecypc] / P.1O.
LlapeB, A.B. TlpokoneHko, A.H. KHsasekoB - KpacHosapck: Cub. cdepep. yH-T, 2015. - 160c.
(«Knurad®oHng»: Pexxum goctyna: http://www.knigafund.ru/182963/)

8.2. NepeyeHb y4yebHO-MeToANYECKOro obecnevyeHmns ansa caMoCTOATeNIbHOM PaboThbl
o0yyarLWmMXcA No gUucumnIiMHe
5. VHdopmaumoHHas 6e3onacHoCTb. [QNeKTPoHHbIN pecypc]: y4ebHo-npakTuyeckoe nocobue/ bawnbl
M.H., babaw A.B., bapaHoBa E.K. — M.: U3g. ueHtp EOAW, 2011.— 376 c. («KHura®oHgy: Pexum
poctyna: http://www.knigafund.ru/187025)

8.3. NepeyeHb pecypcoB UHhOPMaLMOHHO-TENEKOMMYHUKaLMoHHON ceTu "UHTepHeT",
Heob6xoAUMbIX AN OCBOEHUSA AUCLUNIIUHbI
1. opmumanbHble calTbl YYpPEXAEeHUA U opraHM3aLuun: KOMUTET MO HopMaTM3aLnn U CBSA3M
npaeuTenbcTBa CaHkT-NeTepbypra [OnekTpoHHbIn pecypc]. URL: http://kis.gov.spb.ru.
2. o6pasoBaTenbHbIe pecypcbl: VIHdhopmaunoHHas cuctema «EamMHoe okHo gocTtyna K
obpasoBatenbHbIM pecypcam» [OnekTpoHHbI pecypc] . URL: http://window.edu.ru.

8.4. NepeyeHb UH(POPMALMOHHBLIX TEXHONONMMI, UCMONb3yeMbIX NPU OCYLLEeCTBIIEHUU
obpasoBaTenbLHOro npouecca no AMCUMNIMHe, BKIloYas nepevyeHb NPOrpaMmMHOro obecneyeHus u
MH(OPMALMOHHBbIX CMPABOYHbLIX CUCTEM (rpu He0bxodumocmu)
1. N"H(pOpMaLIMOHHbIE CNPaBOYHbIe CUCTEMbI: 3TIEKTPOHHO-O6MONMoTeYHast cuctema «KHurad®oHa»
[OnekTpoHHbI pecypc].URL: http://www.knigafund.ru.
2. nporpammHoe obecneyeHue:
1. Microsoft Windows 8.1
2. Microsoft Office Professional 2013

8.5. OnucaHme matepmanbHO-TEXHUYECKON 6a3bl, HEOO6XOAMMOMN AN OCYLUECTBNEHUSA
obpasoBaTenbHOro npouecca no AUCLUNINHE
1. KOMMNbBIOTEPHBIV KNacc ¢ MyNbTUMEAUNHBIM KOMMSIEKCOM;

8.6. UHble cBepeHUA u (unun) matepuansl
He NpeayCMOTPEHbI.

9. METOAMYECKUE YKASAHUA ANA OBYHAKOLWKNXCA NO OCBOEHUIO

ONCLUUNMIINHBI
Buabl y4ebHbIx
3aHATUN U
camMmocTosiTenbHas OpraHusauusi oesTenbHOCTM oby4yatoLLerocst
paboTa
obyyvaromxcs
Nekuyum Jlekummn obBecneumBaldT TeopeTMdeckoe U3ydeHue aucuuniuHbl. Ha  nekumsix
u3naraeTcsi OCHOBHOE COAEpXaHWe Kypca, WNCTPUpyeMoe KOHKPETHbIMK MNpUMepamu,
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Buapbl y4ebHbIx
3aHATUN 1
camMmocTosiTenbHas
paboTa
oby4aroLmxcs

OpraHM3au,m| OeATeNlbHOCTU 06yqa}ou.leroc;|

LUIMPOKO WMCNOnb3yeTcs 3apybexHbii M OTEYECTBEHHbI OMbIT MO TemaTuke W3yvaemown
AVCLUMMNNHBI.

OcBoeHue nekumoHHOro matepuana obyyarowmmMmmcs npegnonaraeT cneayowme suapl
paboT:

e npopaboTka paboueii nporpaMMbl B COOTBETCTBMM C LENAMW U 3adadamu,
CTPYKTYPOW 1 coAepXaHnem AUCLMMNINHDI;

e  KOHCMEKT neKuui: KpaTKo, CXemaTWyHo, nocrnegoBaTenbHO  (MKCUPOBaTb
OCHOBHblE MOMOXEHWs, BbIBOALI U (DOPMYNMPOBKKU; MOMEeYaTb BaXHble MbICMW, BbIAENATb
KrtoyeBble CroBa, TEPMUHBI;

e poBepka TEPMWMHOB, MOHATUIA: OCYLLECTBNSATb C MOMOLLbIO  3HLUMKIONEAUN,
crnoBapeW, CNpaBOYHUKOB C BbIMUCbIBAHWEM TOMKOBaHWI B TeTpadb;

e paboTa c TeOpeTMYECKMM MaTepuarnomMm (KOHCMEKTUPOBAHUE WMCTOYHWMKOB): HaWTU
OTBET Ha BOMPOCHI B PEKOMEHAYEMOW nuTepartype.

Ecnn camoctosdATensHO He ypaeTca pasobpaTecs B Martepuane, HeobxoauMmo
cchopmynmpoBaTb BOMNPOC U 3aAaTth NpenofgaBaTesito Ha KOHCYNMbTauMn UM Ha npakTUYeckom
3aHATUN.

MpakTnyeckme
3aHATUA

Ha npakTuyeckMx 3aHATUSIX pPasbsICHAKTCS TEOPEeTUYEecKMe MOSIOXKEeHNs Kypca,
obyyawwmecs paboTalT C KOHKPETHbIMU CUTyauusiMu, OBMafeBaltoT HaBblkamu cGopa,
aHanusa n obpaboTkM MHOPMaLUKM ANS NPUHATUS CaMOCTOSTENbHBIX PELUEHUI, HaBblkaMu
NMoAroTOBKM MHADOPMALIMOHHLIX 0G30POB M aHanMTUYECKUX OTYETOB MO COOTBETCTBYHOLLEN
TemaTuke, HaBblkaMu paboTbl B Masnbix rpynnax.

MoaroToBka K NpakTUYECKMM 3aHATUSIM NpeanonaraeT cneaytowme Buabl pabor:

e paboTa C KOHCMEKTOM NeKLUUH;

e  OArOTOBKA OTBETOB K KOHTPOSbHbLIM BOMpOCaM;

e  MPOCMOTP peEKOMeHAYEMON nuTepaTypbl;

e  CO3JaHve NpPUNoXeHUs Mo 3agaHuio NpenogaBaTens.

CamocTodaTenbHasd
paboTta

HaHHblii BUO paboTbl NpeanonaraeT pacluMpeHue M 3akpenneHue 3HaHUW, YMeHWid 1
HaBbIKOB, YCBOEHHbIX Ha ayAMTOPHbIX 3aHSATUSX MNyTEM CaMOCTOSTENIbHOW MpopaboTku
y4eOHO-MeToAMYECKUX MaTepuarnoB Mo AWUCUMNIUHE U APYTM WCTOYHMKaM WHGopMauuu;
noaroToBkM K 3ayeTy. CamocTosTenbHas paboTa BbIMOSIHAETCA WHAMBUAYANbHO, a Takke

MOXeT NnpoBOAUTLCA NOA PYKOBOACTBOM MnpenogaBaTtena.

Nnony4YnTb KOHCYNbTaUMIo y npenogaBaTenis.

Mpu nogroToBKe kK 3a4eTy HEOBGXOAUMO 03HAKOMUTLCS C NepeYHeM BOMPOCOB K 3a4eTy,
npopaboTaTb KOHCMEKTbI NEKUMA UM MPaKTUYECKUX 3aHSTWI, PEeKOMeHOyemyl nutepatypy,

10. OHA OLIEHOYHbIX CPEACTB

ANA NPOBEAEHUA NPOMEXYTOYHON ATTECTALMA

10.1. OnucaHue nokasaTenen U KPUTEPUEB OLIEHUBaHWSI KOMMETEHLUI Ha Pa3fIMYHbIX 3Tanax ux

CbOpMMpOBaHVIﬂ, onuncaHue LwkKan oueHnBaHusA

10.1.1. Noka3aTenu oLeHUBaAHMUA KOMMNETEeHLMIA Ha 3Tanax ux popmmpoBaHusi

Kop, HanmeHoBaHue MpenctaesneHne
KOMMeTeHL MM MokasaTenu oueHMBaHNS KOMNETEHLUN OLEHOYHOro OLEHOYHOro
(aTan ocBoeHus) cpeacTea cpeacrtea B poHae
OrlK-1(2) 1. Wsnaraet ©asoBble TeopeTudeckne | 1. YcTHoe 1. MNepeveHb
nonoxeHnss no  aucumnnuHe.  Wmeet | cobecegoBaHue BOMPOCOB K 3a4eTy
npeacrtaBrneHne 00 OCHOBHbIX MpPUHLMNAX (15 Bonpocog)
paboTbl COBPEMEHHOW  BbIYMUCNUTENBHON
TEXHUKM  NPUMEHMTENBHO K  3ajayam 2. Mpaktuyeckune
WHpopMaLnoHHON Be3onacHoOCTH 2. lNpaktuyeckoe | TMNoOBbIE 3agaHUs
TMnoBoe 3afaHue | (8 3apay)
2. leMOHCTpUMpYeT yMeHMe nony4yaTb 3HaHUs
0 COBpPEMEHHbIX MeToAax NpUMEHeHUs
MHOPMAaLIMOHHbBIX TEXHOIOTUI B 0bnacTn
MHopMaUmoHHON 6e3onacHOCTH
MK-2(2) 1. 1. UmeeT npencrtaBneHne o6 ocHoBax 1. YcTHOE 1. MNepeveHb
NPUMEHEHWS COBPEMEHHbIX METOAOB cobecegoBaHune BOMPOCOB K 3a4eTy

PNA 13.03.01. NHdopmaLumoHHas 6e30nacHOCTb TensosHepreTuYecknx 00 bEKTOB

CrtpaHuua 8 u3 13




Kon HanmeHoBaHune
KoMmneTeHummn MokasaTenu oLeHMBaHUS KOMMNEeTEHLINI OLIEHOYHOro
(aTan ocBoeHus) cpeacTea

MpenctaBnexHne
OLIEHOYHOro
cpeacrtea B hoHae

3aWmThbl MHGOpPMaL UK

2. NMpakTnyeckoe
TUMNOBOE 3aJaHve

2. leMOHCTPUPYET yMEHME MPUMEHATH
N3y4YeHHble MeToAbl 3aLUTbl MHOPMaLIMK
ONS peLleHnst KOHKPETHbIX 3a4au.

(15 Bonpocos)

2. MNpakTn4yeckune
TUMNOBbIE 3a4aHus
(8 3agauv)

10.1.2. OnucaHue WKan v KpuTepueB oLeHUBaHUA CPOPMUPOBAHHOCTU KOMMNETEeHLIMN

KpuTepuu oueHnBaHnsa c)opMMpoOBaHHOCTU KOMMNETEHLUM

OueHka no
TPaaMLUMOHHOM Kputepumn oueHmBaHns coopMMUPOBAHHOCTM KOMNETEHLNIA
LiKane
Obyvarowuincs:
3auTeHO e OTBETUI Ha NOCTaBIIEHHbIE BOMNPOCHI;
e  BbIMNOJHWI NPaKTUYEeCKoe 3agaHne 1 NpeacTaBun pesynbTaThl; BO3MOXHO
[onyckasi HeCyLeCTBEHHbIE OLLMOKMU.
Ob6yyarowmncs:
H e  He BbIMOMHMWM NpaKTUYecKoe 3agaHune;
€ 3a4TeHo
e He OTBETUIT HA BOMPOCHI MpenofaBatens, UM 4OnycTUN CyLeCTBEHHbIE
ONOKK B OTBETE.

10.2. TUNOBbIe KOHTPOJIbHbIE 3aAaHUSA UITN UHble MaTepuanbl, HeOOXoANMbIe ANSA OLeHKU 3HAHUM,
YMeHUMN, HaBbIKOB U (UNK) onbiTa AeATeNIbHOCTU, XapaKTepusyrLwme atanbl (popMUpoBaHus
KOMMeTeHUUn

10.2.1. MepeyeHb BONPOCOB K 3a4eTy, pa3paboTaHHbIA B COOTBETCTBUU C YCTaHOBNIEHHbIMU
3ITanamu hopMUPOBAHUA KOMNETEHLMMN

Ne Ne
dopmynunposka Bon B
n/n OPMyIpoBka BOMpOCO TEMbI
1. | CocraBnstowue nHopmaLlmoHHon 6e3onacHocTm 1
2| [ocTynHOCTb ¥ LENOCTHOCTL MHhOpMaLINK 1
3. | KoHtbuaeHumanbHOCTb MHdopmauum 1
4. | OcHoBHble 3aaa4n MHdOpMaLMOHHON 6e3onacHoCcTM obLecTsa 1
5. | 3akoHodaTenbHO-NPaBOBOM  YpOBEeHb  (HOPMUPOBaHWUA  pexuMa  MHMOPMALMOHHOW 2
6esonacHocTn
6. | MNporpammHO-TEXHUYECKMA  YypOBEHb  (DOPMUPOBAHUA  pexmma  MHOPMAaLMOHHON 2
6esonacHocTn
7. | AODMUHUCTPaTMBHBIN YPOBEHL (HOPMUPOBAHUS PEXMUMa MHPOPMaLIMOHHON Ge3onacHoOCTH 2
8. | OcHOBHble KaTeropun rocyaapcTBeHHbIX MHPOPMALIMOHHBLIX PECYPCOB 2
9. | Kputepumn ouieHkn 6e3onacHOCTU MHPOPMAaLIMOHHBIX TEXHOOMI 2
10. | PyHKUMOHaMNbHbBIE TpeboBaHUA 1 TpeboBaHWs JoBepUs K MHEPOPMAaLMOHHBIM CUCTEMaM 2
11. | OcHoBHble MexaHU3Mbl obecneyeHns 6€30MacHOCTU B BbIYUCIIUTENBHBIX CETSX. 3
12. | ABMUHUCTpUpoBaHue cpeacTB 6e3onacHoOCTM. 3
13. | B3ammocBsasb hyHKLMIA 1 MeXaHU3MOB 6e30MacHOCTH 3
14. | Knacchbl 3almiLeHHOCTU MeXCEeTEBbIX 9KPaHOB 3
15. | Knacchbl yrpo3 nHpopmaumoHHon 6e3onacHocTH 3
16. | CyObekTbl MHPOPMALMOHHBLIX OTHOLIEHUA U UX ponu npu obecneveHnn MHPOPMaLMOHHON 3
GesonacHocTn
17. | MNonuTtuka 6e3onacHocTun 4
18. | KaHamnbl HecaHKUMOHMPOBaHHOIO AOCTYNa K MHopmaLmu
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19. | Ynpexgawowas 3awmTta B MHPOPMaLMOHHbBIX CUCTEMAaX 4
20. | XapakTepHble YepTbl KOMMNBIOTEPHBIX BUPYCOB 5
21. | PavinoBble n 3arpy3o4Hble BUPYCHI 5
22 | OCoBeHHOCTU pe3anaeHTHbIX BUPYCOB. 5
23. | Crenc-Bupycsbl. 5
24. | CamowndpoBaHne 1 NOIMMOPUYHOCTb Kak CBOMCTBA KOMMbIOTEPHLIX BUPYCOB 5
25. | OCHOBHbIE BUAbI @aHTUBUPYCHbLIX NPOrpamm 6
26. | OCOBEHHOCTN 3BPUCTUYECKUX CKAHEPOB 6
27. | CMMMeTpUYHbIE anropuTMbI LIMGPOBaHMUS 7
28. | ACCUMMETpPUYHbIE anropUTMbI LWNpoBaHUS 7
29. | UmcbpoBas noanuck 8
30. | OTKpbITbIE KIOYM WNdPOBaHUSA 8

10.2.2 BapmaHT TMNOBbIX 3a4aHUN (3apaY), pa3paboTaHHbIX B COOTBETCTBUM C YCTAaHOBIEHHbIMU
3aTanamu (pOpMUpPOBAHUSA KOMMNETEHLUN

TunoBoe 3apaHue 1:
Paspabotatb B Object Pascal npunoxeHue, npegcraenstollee cobon dopmMy gocTtyna K onpefenéHHbIM
NMHOPMALIMOHHBIM pecypcamM Ha OCHOBE Napons:

OtBer:

var
myFile : TextFile;
text :string;

begin
// TlomibITKa OTKPBITH (haitn Test.txt s 3anucu
AssignFile(myFile, 'Test.txt");
ReWrite(myFile);
// 3annch HECKOIBKHUX M3BECTHBIX CJIOB B ATOT (aiii
WriteLn(myFile, 'Hello’);
WriteLn(myFile, 'World");
I/ 3akpeITHE daiina
CloseFile(myFile);
// OTKpBITHE (aiiina B pexKUMe TOJIBKO JIJIST YTCHHS
FileMode := fmOpenRead,;
Reset(myFile);
// Tloka3 copepxumoro (aiina
while not Eof(myFile) do
begin

ReadLn(myFile, text);
ShowMessage(text);

end;
// 3akpbiTHe ¢aiina B OCISTHUN pa3
CloseFile(myFile);

end;

end.
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TunoBoe 3agaHue 2:

CoctaBuTb Ha s3blke Object Pascal nporpammy windpoBaHus TekcTa metoaom Jlbtonca.

OTBeT:

const
len = 26;

[[>T0 cUMBOJIBI 17151 BBIOOpPA CTOIOIA TAOIUIIBI
alpha_hor: string = 'abcdefghijklmnopgrstuvwxyz',

/[3neck OymyT CUMBOIIBI 1715l BHIOOpA CTPOKU TaOIIUIIBI
alpha_ver: string = ";

var
//3T0 coOCTBEHHO TabNIMIa KOAUPOBAHUS
table: array[1 .. len, 1 .. len] of char;

function shift(s: string; n: integer): string;
begin
s := copy(s, length(s) - pred(n), n) +s;
delete(s, length(s) - pred(n), n); shift :=s
end;

var
1, J, row, col: integer;
s: string; ch: char;

key: string;

is_russian: boolean;

f_in: file of char; f_out, f_key: text;
begin

/I 3aronHeHKMEe TAOIHIIBI KOAUPOBKH

fori:=1tolendo

begin

/[ostygaem CTPOKY CHMBOJIOB ISl TEKYIICH CTPOKU TaOJIHIIbI

s := shift(alpha_hor, pred(i));

forj:=1tolendo

table[i, j] := s[j];

alpha_ver :=alpha_ver + s[1]

end;

/I cBs3pIBaeM stormueckue (haispl mporpaMmsel ¢ GU3NUECCKUMH (aiaMu Ha TUCKE

[laiin ¢ dhpasoit A1 KOAMPOBAHUS - OTKPHIBAEM JIJISI UTCHHS
assign(f_in, 'f_00in.txt");
{$i-} reset(f_in); {$i+}

[laiin ist coxpaHeHusI pe3ysIbTaTa - OTKPhIBAEM JIJIS 3aITMCH
assign(f_out, 'f_00out.txt');
{$i-} rewrite(f_out); {$i+}
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assign(f_key, 'f_00key.txt");
{$i-} reset(f_key); {$i+}
readin(f_key, key);
close(f_key);

[[cueTurK 3aKOUPOBAHHBIX CHMBOJIOB

i1:=0;

//mo xonIa kogupyemoro ¢aiina geraeM cieayroIiee:
while not eof(f_in) do

begin

[l[auTaem oyepeHOM CHMBOI

read(f_in, ch);

[[HaxoauM 10 HEMY CTPOKY TaOJIHIIBI

row := pos(ch, alpha_ver);

is_russian := (row > 0);
if is_russian then
begin

/leciiu cUMBOJI TPUCYTCTBYET B TAOJHIIE, €TO HAZI0 KOJHUPOBAThH

//yBeJ'II/ILII/IBaeM CUYCTYHMK 3aKOJUPOBAHHBIX CUMBOJIOB
inc(i);

col := pos(key[i mod (length(key))], alpha_hor);
[ln 3aMeHsieM TPOCTOM CHMBOJT Ha 3aU(pPOBaHHbIN (M3 TaOIHIIbI)
ch :=table[row, col];
end;
write(f_out, ch)
end;

I 3akpwiBaeM 00a (haiina: HCXOAHBIN U 3amn(POBAHHBIN
close(f_out);
close(f_in)

end.

10.3. MeToguuyeckne matepmanbl, onpegensowme npoueaypbl OLeHUBaAHUA 3HAHUNA, YMEHUN,
BIlageHnM (HaBbIKOB M (UNIN) NPaKTUYECKOro onbiTa AeATENbHOCTU), XapaKTepU3yHLMUX 3Tanbl
chopMmupoBaHMA KoMneTeHUUN

10.3.1. YcnoBusa gonycka oGy4valolerocs K caaye 3avyeta U Nopsaok JIMKBUAALUN aKageMuiyecKomn
3340MMKEHHOCTH

MonoxeHne O NpoBeOeHWM TEKYLLEro KOHTPOSs YCNeBaeMOCTU U MPOMEXYTOYHOW aTTecTauumm
obyuvatowmxcsi

10.3.2. dopma npoBeaeHUsl MPOMEXYTOYHOM aTTecTaluum No AUCLUUNINHe

YCTHadA X NnMCbMeHHasaA KOMMNbOTEPHOE TECTUPOBaAHNE nHas*

10.3.3. Ocob6eHHOCTU NpOoBeAeHUA 3a4eTa
e B0O3MOXHOCTb NONb30BATLCS CPABOYHbLIM MaTepuanom;
e Bpems Ha nogrotoBky otBeTa 30 MUHYT.

e 3auver npoBOANTCA B KOMMbOTEPHOM Krnacce.
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